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1. Introduction to Data Package
(Instructions: Include a paragraph summarizing each data package component included in the package. For example, if the package includes household, individual, and community level data sets, please include a paragraph summarizing each of these three components, including information on the content and timing of the data collection.)

This data package includes the following components:

1. Data Package Component 1: 
2. Data Package Component 2:
3. Etc.

Complementary data collection efforts:
(Instructions: Complementary data collection efforts are those efforts that complemented the data packages under review for anonymization, but do not necessarily require anonymization. The evaluator should list these data and provide a brief summary on how they connect to any data package components and affect the data package components’ anonymization. For example, if the geospatial data for the project infrastructure is collected and will be publicly released, it should be listed in the complementary data collection efforts.)

1. Complementary Component 1: 
2. Complementary Component 2:
3. Etc.

2. Anonymization Data Package Folder Contents
[bookmark: _GoBack](Instructions: Please list the Data Package Component File Name, and then include the File Names of each of the corresponding required documents [Metadata, Anonymization Worksheet, Informed Consent, Questionnaire, Other docs].  Only one anonymization worksheet per evaluation is requested unless discussed.)
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	Data Package

	Component
	Anonymization Worksheet
	Informed Consent
	Questionnaire
	Other Documents

	Data Package Component #1 Name
	
	
	
	

	Data Package Component #2 Name
	
	
	
	

	Data Package Component #ETC Name
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	






Consultants should complete the following Anonymization Worksheet and include it in the delivery of public use, anonymized data.

The MCC Disclosure Review Board asks that the individuals responsible for anonymization prepare a response to the following questions in addition to this worksheet in preparation for the DRB review of the data:
1. Understand Anonymization Process: What was the general protocol/process followed for assessing risk and determining risk mitigation measures?
2. Understand Population Sizes: What is the lowest geographic unit that can remain identified in the data based on risk assessment? What are the average population sizes by geographic unit?

	Country/Survey/Study Title:

	Risk Level: (Please rate High, Medium, Low)

	Informed Consent Statement: Has the informed consent been submitted to MCC for documentation? Does the language in the informed consent statement allow for restricted use of complete data with personally identifiable information?

	IRB Clearance: Does the IRB approval allow for release of restricted use of complete data with personally identifiable information?

	Issues
	Risk Analysis
	Risk Mitigation[footnoteRef:1] [1:  Any risk mitigation involving micro-aggregation, data swapping, adding noise or re-sampling should be documented as discussed in optional section below.] 


	
	Instructions
	Response
	Instructions
	Response

	1.
	Individuals or organizations that might have significant financial, legal, cultural, or other incentives to de-anonymize survey respondents 
	List all potential users
	
	
	

	2.
	Value or potential use of the data, if compromised. For example, some data might be used to capture delinquent tax payments, or could stigmatize the respondent
	List all uses
	
	
	

	3.
	Cost of re-identification, both in terms of costs to potential intruders to de-anonymize data and the cost to potential victims of identification
	Describe degree of difficulty for re-identification
	
	
	

	4.
	Direct & indirect identifiers (names, addresses, geographic information, government-issued ID numbers, etc.)
	List the identifying items/variables.
	
	List all identifying items/variables removed.
	

	5.
	GIS/GPS data
	List all GPS and/or GIS data.
	
	Describe process for anonymization. For example: introduce random errors into geographic data (GPS, GIS, etc.).  
Displace urban points 0-2 km, rural points 0-5 km, and additional 1% of rural points 0-10 km[footnoteRef:2]. [2:  ICF International, Demographic & Health Surveys] 

	

	6.
	Outliers in data that allow identification of respondent
	List the identifying items/variables:
	
	Describe top/bottom coding: set upper & lower bounds to remove outliers for continuous. Specify: are values set to missing, the median, or other? 
For large categories/datasets, the OMB suggests top coding at least the highest .5%; for smaller categories/datasets, top code the highest 3-5%.  The same principles apply to bottom coding.[footnoteRef:3] [3:  Office of Management and Budget, Checklist on Disclosure Potential of Proposed Data Releases (current link)] 

	

	
	
	
	
	Describe any variables that require collapse and describe construction of new variable
	

	
	
	
	
	Describe any global re-coding to group observations into categories (e.g., age 0-5, 5-10, 65+, etc.).  Ensure that the categories are neither too broad nor too narrow.
	

	7.
	Unique and rare observations, as well as highly visible variable combinations (for example: individuals with high incomes, ages, or unique combinations, such as 17-year old widowers or contextually unusual racial/ethnic backgrounds)
	List the identifying items/variables:
	
	For each identified rare data, describe the local suppression techniques employed to remove unique and rare data. Specify: are values set to missing, the median, or other?
Example: Replace observations within a unique/rare record with missing values (e.g., replacing ‘marital status = widow; age = 17’ with ‘marital status =. ; age = 17’)
	

	
	
	
	
	Describe any global re-coding to group observations into categories (e.g., age 0-5, 5-10, 65+, etc.).  

Ensure that the categories are neither too broad nor too narrow.
	

	8.
	Availability of ‘key’ data that can be used to identify respondents.  This includes other datasets or archives with information that can be used to re-identify individuals in the dataset.
	List all potential existing data
	
	Describe how to mitigate link to existing data that enables re-identification
	

	9.
	Additional requirements by the Institutional Review Board(s) for data anonymization
	List all requirements
	
	List responses to requirements
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Optional Section – Complete as necessary
Risk Mitigation – Data Perturbation

1. For sensitive datasets, consider ‘micro-aggregation’ – average observations within k records to ensure that at least k units within a dataset are identical.  For example, for the variable age and if k=4, take 4 observations, average their age, and replace each record’s age with the average. 

Describe any micro-aggregation employed, and list the affected variables:


2. For sensitive data, consider ‘data-swapping’ – swapping values between records.  This can be targeted (e.g., only unique records) or random; however, care must be taken not to alter the data too significantly.

Describe any data-swapping employed, and list the affected variables:


3. Add noise or resampling for selected variables.  Note that extensive data perturbation (i.e., perturbation of many variables) is not recommended as these processes can degrade data significantly.
If noise was added or resampling occurred, please list the affected variables, why this procedure was deemed necessary and efforts taken to avoid degrading the data.


